_ UBNDTINHQUANG NGAI CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc lap - Twdo - Hanh phiic

Sb: 785 /STTTT-BCVT&CNTT Qudng Ngai, ngay 26 thang 4 nam 2024
Vv canh bao phat hién ma doc
trojan Redline Stealer gay anh huong
trén cac h¢ thong thong tin
Kinh gtr:
- Van phong: Tinh uy, Doan PBQH&HDND, UBND tinh;
- Céc sd, ban, nganh; Ho1, doan thé tjnh;
- UBND cac huyén, thi xa, thanh pho; ‘
- Bao Quang Ngéi, Dai Phat thanh va Truyén hinh tinh;
- Phong An ninh mang va phong, chong td6i pham st dung
cong ngh¢ cao - Cong an tinh;

- UBND cac xa, phuong, thi tran.

Theo canh bao cia Cuc An toan thong tin tai Cong vin sd 722/CATTT-
NCSC ngay 24/4/2024 vé viéc canh bao phat hién ma doc trojan Redline Stealer
gdy anh huong trén cac hé thong thong tin, S Thong tin va Truyén thong dé
nghi lanh dao cac co quan, don vi chi dao thyc hién mot s0 bién phap sau dé han
ché céc rui ro vé nguy co mat an toan thong tin, cu thé:

1. Kiém tra, ra soat may cha, may tram trén cac hé théng thong tin c6 kha
nang bi anh huong boi ma doc trojan Redline Stealer. Thuc hién nang cap Ién
phién ban mad1 nhat dé tranh nguy co bi tan cong.

2. Tang cudng giam sat va san sang phuong an xu ly khi phat hién c6
dau hiéu bi khai thac, tin cong mang; dong thot thuong xuyén theo do6i kénh
canh bao cua cac co quan chirc ning va cac td chirc 16n vé an toan thong tin dé
phat hién kip thoi cac nguy co.

3. Khi phat hién cac hé thong c6 bicu hién bi khai thac, tAn cong mang,
trién khai ngay cac bién phap xur ly ngan chan tan cong trén hé thong va thong
bao vé Doi ung clru sy ¢o an toan thong tin mang tinh Quang Ngai dé co cac
bién phép hd trg, xir 1y kip thoi.

(Giti kém Phu luc théng tin vé ma doc)
pé nghi 1anh dao cac co quan, don vi quan tam chi dao thuc hién./.

Noi nhan:
- Nhu trén;
- UBND tinh (béo céo);
- Cuc An toan thong tin (bao cao);
- Phong VH&TT céc huyén, thi xa, thanh phd;
- Thanh vién D6i ung clru su cd ATTT mang tinh;
-S6 TT&TT: Lanh dao So,
cac phong chuyén mon, TT CNTT&TT;
- Luu: VT, BCVT&CNTT.

Nguyx n Quéc Huy Hoang



2
~ PHULUC
HI TIET VE MA DPOC TROJAN REDLINE STEALER
<#m theo Cong van s6 785/STTTT-BCVT&CNTT
0ay 261412024 ciia S6 Thong tin va Truyén thong)

1. Théng tin chi tiét vé mi ddc trojan Redline Stealer

RedLine Stealer 14 ma doc xuat hién 1an dau tién vao khoang thang 3 nam
2020, ma doc nay co kha nang trich xuat thong tin ddng nhap tir nhiéu ngudn
khac nhau, bao gdm trinh duyét web, tng dung FTP, email, Steam, tng dung
nhan tin va VPN,

Mot bién thé méi ctia ma ddc trojan Redline Stealer da dugc phat hién trén
khong gian mang, ma ddc nay trién khai cac bytecode Lua dé thuc hién cac hanh
vi doc hai. Dir liéu cho thdy ma doc dang rat pho bién khi no 1ay nhiém trai dai
Bic M¥, Nam My, Chau Au, Chau A va Uc.

Cdc don vi ¢6 thé tdi xuéng cac ma 10C taihttps.//alert.khonggianmang.vn/

Du6i day 1a mdt s6 IoC dwoge ghi nhan

5e37b3289054d5e774c02a6ec491
Cheat.Lab.2.7.2.zip 5a60156d715f3a02aaceb7256¢cc3e
bdc6610

https[:]//github[.]Jcom/microsoft/vcpkg/files/1412

Cheat.Lab.2.7.2.2Ip | g5n3)Cheat.Lab.2.7.2.zip

873aa2e88dbc2efa089e6efd1c8a5370e04c9f5749

luaS1.dll d76312912bch640439997
adme i 751f97824cd211ae710655e60a26885cd79974F0f
' 0a5e4e582e3b635492b4cad
Comiler exe dfbf23697cfd9d35F263af7a455351480920a95bfc
piler. 642f3254668452c620655a
Redline C2 213[.]248[.]43[ ]58

hxxps://github.com/microsoft/STL/files/1443256

Trojanised Git Repo 5/Cheater.Pro.1.6.0.zip

2. Tai li¢u tham khao

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/redline-stealer-a-
novel-approach/
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